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(54) System and method for distributing bulletins to external computers accessing wide area 
computer networks 



(57) A network access system is provided for dis- 
tributing bulletins, such as advertisements, to external 
computers accessing a wide area computer network. 
The network access system of the present invention 
connects the external computers to the wide area com- 
puter network, and sends bulletins with information 
being transmitted from remote information servers 
within the wide area computer network to the external 
computers. A bulletin server within the network access 
system stores a plurality of bulletins to be transmitted to 
the external computers, determines whether to send a 
bulletin with the information being transmitted, deter- 
mines what bulletins to transmit to the external comput- 
ers, and sends the bulletins with the information being 
transmitted from the remote information servers to the 
external computers. Upon receipt of a bulletin, the exter- 
nal computers may display the bulletins as part of the 
received information, may display the bulletins before 
allowing the user to view the received information, or 
may display the bulletins as part of a separate window. 



To Outside Networks and 
Information Servers 




Netvwrfcod 




Network ed 




OtaJ-Up 




CM a*- Up 


Externa) 




External 




External 




External 


Computer 




Computer 




Computer 




Computer 


^202 


^202 


^203 





CM 
< 

CO 
CO 
LO 

CO 

oo 
o 

Q- 
LU 



BNSDOCID: <6P _ 0837583A2_I_> 



FIG. 2 



Primed by Xerox (UK) Business Services 
2.16 1/34 



1 



EP 0 837 583 A2 



2 



Description 

This invention relates to network access systems. 
Network access systems are widely used to connect 
external computers to wide area computer networks, 
such as the Internet, through dedicated interfaces and 
dial-up connections. More particularly, this invention 
relates to network access systems which, in addition to 
connecting external computers to wide area computer 
networks, distribute bulletins, such as advertisements, 
to the external computers. 

In recent years, wide area computer networks such 
as the Internet have experienced an explosion in popu- 
larity. Not surprisingly, with this popularity, there has 
been a concentrated effort by businesses to use these 
networks to promote business and improve revenues. 
One example of where this effort can be clearly seen is 
the posting of advertisements by businesses in news- 
groups and in World Wide Web pages. 

In known systems, these advertisements are 
broadcast to external computers by individual remote 
information servers located throughout a wide area 
computer network. When an external computer con- 
nects to a remote information server and accesses a 
newsgroup or Web page comprising an advertisement, 
the advertisement is broadcast from the remote infor- 
mation server through the network and the network 
access system to the external computer. In many 
instances, these remote information servers will broad- 
cast the same information and advertisements to exter- 
nal computers regardless of the geographic location of 
the network access systems through which the external 
computers are gaining access to the network. For 
example, an external computer accessing a World Wide 
Web site in New Jersey through a network access sys- 
tem in New York will receive an identical advertisement 
to that received by an external computer accessing the 
same site through a network access system in Aus- 
tralia. 

In an effort to optimally target the users of external 
computers with the most suitable bulletins, some 
remote information servers have been configured to 
determine the identity of each user accessing the serv- 
ers, monitor the information retrieved by the users, and 
develop a profile for those users. In some instances, 
these remote information servers independently main- 
tain the profiles for each user, and in other instances, 
the remote information servers jointly maintain the pro- 
files for each user to obtain a higher degree of accuracy 
in the profiles. In this way, these servers can categorize 
the interests of the users and, therefore, send the users 
the most appropriate bulletins. For example, a user who 
has been identified in the past as repeatedly accessing 
information on travel -and, therefore, a user for whom a 
profile has been developed which indicates that the user 
likes to travel - would likely be targeted with bulletins 
relating to vacation destinations or airfare specials. 
One way these servers identify users is through the 



Internet Protocol (IP) addresses of the users' comput- 
ers. Primarily IP addresses are used in wide area com- 
^ puter networks to direct messages between different 
devices attached to the network For example, when a 
5 remote information server sends information to a user's 
computer, she remote information server attaches the 
IP address of the user's computer to the information in 
order to direct the information through the network from 
the remote information server to the user's computer - 
w much like placing a label on an envelope and mailing it 
from the remote information server to the user's compu- 
ter. In cases where a computer's IP address is always 
the same and only one person uses the computer, an IP 
address can be an effective way to identify a user 
is accessing a remote information server. 

Another way these remote information servers 
identify users is through log-in information requested 
from the users when the users attempt to access infor- 
mation on the servers. For example, the first time a user 
20 accesses a remote information server, the user may be 
prompted for a log-in name, a password, an address, a 
telephone number, an occupation, an age, a gender, 
etc. During subsequent attempts to access information 
on the remote information server, the user may be 
25 required to re-enter the log-in name and password. 
Once this information has been entered, the user is per- 
mitted to access information on the server. Using the 
log-in information, the remote information server can 
then identify the user to create a user profile. Further- 
30 more, this log-in information can also be used to contrib- 
ute to the user's profile in addition to identifying the user. 
As long as the information entered by each user in 
response to the log-in prompts is accurate and consist- 
ent, log-in information can also be an effective way to 
35 identify and target external computer users. 

Sending an advertisement from a remote informa- 
tion server in a wide area computer network, however, 
may be inefficient or ineffective in at least five respects. 
First, the advertisement only reaches its intended audi- 
40 ence if members of that audience access the remote 
information server on which the advertisement is 
stored. 

Second, the advertiser must continually identify and 
advertise on the servers containing the most popular 

45 newsgroups and Web pages of the targeted audience to 
keep up with their interests. 

Third, remote information servers have a limited 
ability to accurately identify the users accessing the 
remote information servers because many known net- 

50 work access systems dynamically allocate different IP 
addresses to the same external computers and 
because many users give inconsistent, or even false, 
responses to log-in information requests. 

Fourth, advertising on remote information servers 

>s that serve all of the users of a wide area computer net- 
work forces advertisers to advertise at the global level of 
the wide area computer network rather than at a local or 
regional level within that network. 
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Fifth, because advertising revenues are not being 
received by the providers of access to the network, 
advertisers are unable to offset the costs to the users + 
associated with accessing the wide area computer net- 
work and thereby increase the number of users viewing 5 
their advertisements as is done in other advertising 
media such as television, radio, and newspaper. 

In view of the foregoing, it would be desirable to 
provide a network access system that can effectively 
deliver bulletins to users of external computers while 10 
connecting them to wide area computer networks. 

It would be also desirable to provide a network 
access system which can deliver bulletins to all users of 
the network access system regardless of the particular 
remote information servers which they access. 15 

It would be further desirable to provide a network 
access system that can accurately identify the user of 
an external computer and, therefore, optimally batch 
available advertising to the user's likes and dislikes. 

It would be even further desirable to provide a net- 20 
work access system that allows advertisers to advertise 
at a local or regional level within a wide area computer 
network rather than requiring the advertisers to adver- 
tise at the global level of the network. 

It would be still further desirable to provide a net- 25 
work access system that allows advertisers to offset the 
costs associated with accessing wide area computer 
networks, and thereby increase the number of users 
viewing their advertisements, as is done in other adver- 
tising media such as television, radio, and newspaper. 30 

It is therefore an object of the invention to provide a 
network access system that can effectively deliver bulle- 
tins to users of external computers while connecting 
them to wide area computer networks. 

It is another object of the invention to provide a net- 35 
work access system which can deliver bulletins to all 
users ol the network access system regardless of the 
particular remote information servers which they 
access. 

It is still another object of the invention to provide a 40 
network access system that can accurately identify the 
user of an external computer and, therefore, optimally 
match available advertising to the user's likes and dis- 
likes. 

It is a further object of the invention to provide a net- 45 
work access system that allows advertisers to advertise 
at a local or regional level within a wide area computer 
network rather than requiring the advertisers to adver- 
tise at the global level of the network. 

It is a still further object of the invention to provide a so 
network access system that allows advertisers to offset 
the costs associated with accessing wide area compu- 
ter networks, and thereby increase the number of users 
viewing their advertisements, as is done in other adver- 
tising media such as television, radio, and newspaper. 55 

These and other objects of the invention are 
accomplished in accordance with the principles of the 
invention by providing a network access system which 
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distributes bulletins to external computers while con- 
necting the external computers to a wide area computer 
network. 

The bulletin distribution capability of the network 
access system of the present invention is provided by a 
bulletin server incorporated into the network access 
system. The bulletin server distributes bulletins by send- 
ing bulletins with information being relayed by the net- 
work access system to one or more external computers. 
More particularly, when information is received at the 
network access system from a remote information 
server, the bulletin server first determines whether a 
bulletin is to be sent with the received information. If so, 
the bulletin server then selects an appropriate bulletin to 
send with the received information. Once a bulletin has 
been selected, the network access system then sends 
the attached bulletin and information on to the user's 
external computer. Bulletins may be sent with the 
deceived information by attaching the bulletins to the 
information and sending the bulletins and information 
together, or by sending the bulletins and information 
separately, for example. If, however, it is determined that 
a bulletin is not to be sent with the received information, 
then the received information is forwarded to the exter- 
nal computer unaccompanied by a bulletin. 

In this way, the network access system of the 
present invention overcomes the aforementioned, as 
well as other, problems associated with the known tech- 
nique of broadcasting bulletins from remote information 
servers. First, by distributing bulletins from network 
access systems, advertisers can always distribute bulle- 
tins to users regardless of which remote information 
servers the users choose to connect to. Second, also for 
the reason that advertising is being distributed from the 
network access system rather than the remote informa- 
tion servers, advertisers do not have to determine which 
remote information servers contain the most popular 
newsgroups or World Wide Web pages to insure expo- 
sure to the targeted audience. Third, the network 
access system can always identify the users of the net- 
work access system with absolute certainty since the 
users are required to provide verifiable log-in informa- 
tion when initially accessing the network access sys- 
tem. Fourth, advertisers can restrict the distribution of 
bulletins to only those external computers within the 
geographical region surrounding the network access 
system. Fifth, advertisers, by paying advertising fees to 
the network access system provider, enable the users 
of external computers to receive free or discounted 
access to wide area computer networks similar to that 
realized in other advertising media such as television, 
radio, and newspaper. 

Further features of the invention, its nature and var- 
ious advantages will be more apparent from the follow- 
ing detailed description of the preferred embodiments, 
taken in conjunction with the accompanying drawings, 
in which like reference characters refer to like parts 
throughout, and in which: 
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FIG. 1 is a block diagram illustrating one embodi- 
ment of an architecture for connecting an external 
computer 1 03 to a wide area computer network 100 
through a network access system 105 of the 
present invention; 

FIG. 2 is a block diagram illustrating the subsys- 
tems within the network access system of one 
embodiment of the present invention; 
FIG. 3 is a flow chart illustrating a prior art method 
for accessing information from a remote information 
server and relaying that information to an external 
computer; 

FIG. 4 is a flow chart illustrating one embodiment of 
a method of the present invention for merging bulle- 
tins with information being retrieved from a remote 
information server; 

FIGS. 5a and 5b are a flow chart illustrating one 
embodiment of a method of the present invention 
for sending bulletins to external computers inde- 
pendently of or in addition to information being 
relayed by the network access system; and 
FIG. 6 is a flow chart illustrating one embodiment of 
a method of the present invention for receiving, 
separating, and handling bulletins and requested 
information at external computers. 



The present invention provides a method and appa- 
ratus for distributing bulletins to external computers 
from network access systems connected to wide area 
computer networks. Known network access systems 
are used to connect external computers to wide area 
computer networks. These network access systems 
enable the external computers to communicate with 
remote information servers connected to the wide area 
computer networks by relaying messages between the 
external computers and the remote information servers. 
The present invention adds a bulletin delivery function 
to known network access systems. The bulletin delivery 
function operates by sending bulletins along with infor- 
mation being relayed by the network access systems 
from the remote information servers to the external 
computers. In addition to delivering bulletins with infor- 
mation being relayed by the network access systems, in 
preferred embodiments of the present invention, the 
network access systems also determine whether bulle- 
tins are to be delivered and which bulletins are to be 
delivered to the external computers. 

In one embodiment of the present invention, the 
bulletin delivery function is implemented by a bulletin 
server incorporated into a network access system. The 
bulletin server operates by monitoring information being 
relayed to external computers, by determining whether 
a bulletin is to be sent with each piece of information 
being relayed, and. when required, by selecting a bulle- 
tin to be sent with, and by attaching (if necessary) the 
selected bulletin to, the piece of information being 
relayed by the network access system. Once the bulle- 
tin server has determined that no bulletin is to be sent 



with the piece of information being relayed by the net- 
work access system, or the bulletin server has selected 
„ and attached (if necessary) a bulletin to the piece of 
information being relayed by the network access sys- 
5 tern, the network access system then delivers the infor- 
mation and the bulletin (if to be sent) from the remote 
information server to the external computer. 

The bulletin server monitors information being 
relayed by the network access system to the external 
io computer to determine the content, format, and destina- 
tion of each piece of information passing through the 
network access system. The bulletin server may then 
use this content, format, and destination data, as well as 
other data stored in the bulletin server (e.g., users 
15 address, age, gender, occupation, race, income, ethnic- 
ity, national origin, religion, education level, personal 
interests, etc., or users' profile data), to determine 
whether a bulletin is to be sent with any of the pieces of 
information. For example, the bulletin server may be 
20 configured to send bulletins with pieces of information 
destined for a first set of users and not send bulletins 
with pieces of information destined for a second set of 
users. In such a configuration, only those pieces of 
information destined for the first set of users would be 
25 determined as being accompanied by a bulletin. 

When the bulletin server determines that no bulletin 
is to be sent with a piece of information passing through 
the network access system, the information is passed to 
the external computer without addition. If. however, the 
so bulletin server determines that a bulletin is to be sent 
with a piece of information passing through the network 
access system, the bulletin server then selects a bulle- 
tin to be sent. Once again, the bulletin server looks at 
data such as the content, format, and destination of the 
35 piece of information and other data stored in the bulletin 
server (e.g., user's address, age, gender, occupation, 
race, income, ethnicity, national origin, religion, educa- 
tion level, personal interests, etc., or user's profile data) 
to determine which bulletin to select. For example, when 
40 a piece of information is destined for a particular user 
whose profile reveals that the user likes sports, sports 
related bulletins may be selected to be delivered to the 
user. x 

Once a bulletin has been selected to be delivered 
45 with a piece of information, the bulletin server may then 
attach the bulletin to the information in some embodi- 
ments of the present invention. Any number of 
approaches can be used to attach the bulletin to the 
information being delivered to the external computer. 
so For example, bulletin attachment could involve locating 
a clear region in an original information display and 
positioning a graphical bulletin in that region. As another 
example, bulletin attachment could involve appending a 
text bulletin to the end of an information file, or position- 
s' ing the text bulletin at the beginning of the information 
file. Positioning the text bulletin at the beginning of the 
information file may be preferable because the user is 
more certain to see the bulletin. On the other hand 
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users may object to the bulletin, and any advertising it 
may contain, if they cannot choose whether or not to 
look at the bulletin, in which case it may be preferable to 
position the bulletin at the end of the information file. 

In other embodiments of the present invention, a 
bulletin may be sent as separate data along with a piece 
of information passing through the network access sys- 
tem rather than attaching the bulletin directly to the 
information. For example, where information is being 
sent as a bitmap or text file, a bulletin could be sent as 
an additional bitmap, text, or other type of file. 

Finally, once the bulletin server has selected and 
attached (if necessary) a bulletin to the requested infor- 
mation, the bulletin and information are delivered to the 
external computer. Upon receipt of the bulletin and infor- 
mation by the external computer, the external computer 
may display each of the bulletin and the information as 
part of the same image or as separate images. For 
example, the bulletin and the information could be dis- 
played as part of the same image by displaying the 
information as a World Wide Web page and displaying 
the bulletin within a reserved space within that page, 
assuming that a clear area exists within the image. As 
another example, the bulletin and the information may 
be displayed as part of separate images by first display- 
ing the bulletin, and then displaying the requested infor- 
mation after the user has responded to the displayed 
bulletin or a predetermined time period has passed. 
Such an approach could be implemented as a set of 
World Wide Web pages wherein a bulletin page is first 
displayed which shows the selected bulletin, and then 
an information page is shown after the user has acti- 
vated a Hyper-Text link within the bulletin page. As still 
another example, the bulletin and the information may 
be displayed as part of separate images by first display- 
ing the requested information, and then displaying the 
bulletin after the user has responded to the displayed 
information or a predetermined time period has passed. 
Such an approach could be implemented as a set of 
World Wide Web pages wherein an information page is 
first displayed which shows she requested information, 
and then a bulletin page is shown after the user has 
activated a Hyper-Text link within the information page. 
As yet another example, the bulletin and the information 
may be displayed as part of separate images by display- 
ing the bulletin and the requested information in sepa- 
rate windows within the same display or in different 
displays. In such implementations, activating a Hyper- 
Text link in the bulletin display (where the bulletin sup- 
ports Hyper-Text link), could cause the information dis- 
play to display more information about the bulletin. 

These displays of the bulletins and information 
could be presented through the execution of World 
Wide Web browsers (such as Netscape Navigator avail- 
able from Netscape Communications Corporation and 
Internet Explorer available>from Microsoft Corporation), 
through the execution of other types of communications 
software, through the execution of other types of non- 



communications software, or through dedicated hard- 
ware in the external computers. For example, a word 
processor could incorporate a display algorithm which 
allows it to display bulletins and information received 

5 while communicating with a network access system. 

The present invention can be further described with 
reference to FIGS. 1-4. 

FIG. 1 illustrates one embodiment of an architec- 
ture, of the type in which the present invention can be 

10 used, for connecting an external computer 1 03 to a wide 
area computer network 100 through a network access 
system 105. As shown, external computer 103 is con- 
nected to network access system 105 through a com- 
munication link 104, and network access system 105 is 

is connected to a remote information server 101 through a 
network link 102. In this arrangement, external compu- 
ter 103 can communicate with remote information 
server 101 through communication link 104, network 
access system 105, and network link 102. 

20 In this architecture, a number of different types of 
devices can be used to implement each of external 
computer 103, communications link 104, network link 
102, and remote information server 101. External com- 
puter 103 may be implemented by any device capable 

25 of communicating with a wide area computer network. 
For example, external computer 103 may be a desktop 
computer, a mainframe computer, a Unix workstation, a 
network router, or a network gateway. Communication 
link 1 04 may be implemented by any means of providing 

30 an interface between external computer 103 and net- 
work access system 105. For example, communication 
link 104 may be a dial-up connection, a dedicated net- 
work connection, a single network, a combination of 
networks, a cable modem, or a two-way wireless com- 

35 munication link. Similarly, network link 102 may be 
implemented by any means of providing an interface 
between network access system 105 and remote infor- 
mation server 101. For example, network link 102 may 
be a dedicated interface, a single network, a combina- 

40 tion of networks, a cable modem, or a two-way wireless 
communication link. Remote information server 101 
may be implemented by any type of storage capable of 
providing information to external computer 103 upon 
request. For example, remote information server 101 

45 may be a dedicated network server, a desktop compu- 
ter, a mainframe computer, or a Unix workstation. 

In the architecture of FIG. 1 , network access sys- 
tem 105 is preferably a network access system imple- 
mented in accordance with the present invention. One 

so embodiment of such a network access system is shown 
in FIG. 2. As illustrated, network access system 105 
comprises a dial-up unit 204, an authentication system 
205, a bulletin server 201 , a proxy cache 206, a firewall 
207, and a router 208. Dial-up unit 204 communicates 

55 with any portion of communication link 104 that com- 
prises a dial-up connection between network access 
system 105 and one or more dial-up external computers 
203. Dial-up unit 204 may include encryption, decryp- 
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tion. call-back, error checking, and data compression 
functions. Dial-up external computers 203 comprise 
external computers 103 (FIG. 1) which access the net- 
work access system through a dial-up connection. Addi- 
tionally or alternatively, external computers 103 may 5 
also be connected to network access system 105 in the 
form of one or more networked external computers 202. 
Networked external computers 202 differ from dial-up 
external computers 203 in the regard that the networked 
computers connect directly to authentication system 10 
205, bulletin server 201, proxy cache 206, and firewall 
207 without having to connect through dial-up unit 204. 

Access control in the network access system of the 
present invention is provided by authentication system 
205. Authentication system 205 verifies that all users 75 
accessing the network access system 105 are author- 
ized to do so. Authentication system 205 may include 
log-in prompting, encryption, decryption, and digital sig- 
nature authentication functions. 

Information distribution is controlled by the proxy 20 
cache in the preferred embodiments of the present 
invention. Proxy cache 206 provides local storage for 
frequently used information that would otherwise be 
retrieved by requesting the information from a remote 
information server. By providing local storage for fre- 25 
quently used information, proxy cache 206 avoids the 
need for redundant retrieval of the information from the 
wide area computer network and, thereby, quickens the 
apparent response time of the wide area computer net- 
work to the user. When information is requested by the 30 
user via an external computer 202 or 203, the network 
access system first determines whether a copy of the 
information is stored in proxy cache 206. ff the informa- 
tion is present, the network access system relays the 
stored information to the user from the proxy cache. 35 
Otherwise, a request is sent to a remote information 
server on the wide area computer network, and the 
information is retrieved. A copy of the retrieved informa- 
tion is then stored in proxy cache 206 for future use. 

Bulletin server 201 of the present invention pro- 40 
vides control of the distribution of bulletins such as 
advertisements to external computers 202 or 203 con- 
nected to network access system 105. Bulletin server 
201 may provide storage for a plurality of bulletins to be 
broadcast to the external computers. This storage may 45 
be implemented by any number of types of storage 
devices such as a computer disk drive, a tape drive, 
memory circuits, etc. Bulletin server 201 may also pro- 
vide selection logic to determine whether or not to dis- 
tribute bulletins and to determine which bulletins to so 
distribute at any given time. This selection logic may be 
implemented through dedicated hardware or through 
software executing in general purpose hardware. Bulle- 
tin server 201 may further provide a user database from 
which the selection logic can retrieve information on the 55 
users accessing the network access system. This data- 
base may be implemented in any manner capable of 
reliably storing information regarding at least one char- 



acteristic of at least one user. Further, the database 
information may be stored in the same storage device in 
which the bulletins are stored or may alternatively be 
stored in a separate storage device. Bulletin server 201 
may still further provide attachment logic for attaching 
bulletins to information being relayed by the network 
access system. Like the selection logic, the attachment 
logic may be implemented through dedicated hardware 
or through software executing in general purpose hard- 
ware. 

Security and routing functions are provided by fire- 
wall 207 and router 208 in the preferred embodiments of 
the present invention. Firewall 207 prevents unauthor- 
ized access to network access system 1 05 and exter- 
nal computers 202 and 203 connected to the network 
access system - by network users attempting to gain 
access from the wide area computer network. Firewall 
207 may also be configured to prevent external compu- 
ter users from accessing unauthorized sites on the wide 
area computer network. Router 208 provides routing 
control of network traffic between network access sys- 
tem 105 and wide area computer network 100. For 
example, router 208 routes, in the most efficient direc- 
tion, information requests from within the network 
access system to the remote information servers con- 
taining the requested information. 

FIG. 3 illustrates an example of how information is 
retrieved by an external computer connected to a wide 
area computer network through known network access 
systems. As shown in block 301 , the retrieval of informa- 
tion begins by the external computer requesting infor- 
mation from a remote information server connected to 
the wide area computer network. The network access 
system then determines whether the requested docu- 
ment is stored in the proxy cache, as illustrated at test 
302. If at test 302 the requested information is not 
stored in the proxy cache, the network access system 
relays the request for information to the remote informa- 
tion server (block 304), and the remote information 
server responds to this request by replying with the 
requested information addressed to the external com- 
puter (block 305). If at test 302 it is determined that the 
requested information is stored in*the proxy cache, the 
network access system retrieves the requested infor- 
mation from the proxy cache, as shown at block 303. 
Once the information is in the network access system, 
the network access system relays the requested infor- 
mation to the external computer as illustrated in block 
306. 

As illustrated in one embodiment of the present 
invention shown in FIG. 4, the present invention adds 
the distribution of bulletins to this process of retrieving 
requested information. Similarly to block 301 and test 
302 (FIG. 3). block 401 and test 402 show that the proc- 
ess begins by an external computer requesting informa- 
tion from a remote information server and the network 
access system determining whether the requested 
information is in its proxy cache. If it is determined at 
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test 402 that the information is in the proxy cache, the 
network access system retrieves the information from 
the proxy cache and stores it in the bulletin server's 
memory (block 403). If. however, it is determined at test 
402 that the information is not in the proxy cache, the 
network access system relays the information request 
to the remote information server and the server replies 
with the requested information addressed to the exter- 
nal computer (blocks 404 and 405). Upon receiving the 
reply from the remote information server, the network 
access system intercepts and caches the reply in the 
bulletin server's memory (block 406). 

Once the requested information is in the bulletin 
server's memory, the bulletin server then determines 
whether it is going to add a bulletin to the information 
requested at test 407. The determination of whether a 
bulletin is going to be attached to the requested infor- 
mation at test 407 may be based upon such factors as 
the content, format, or destination of the requested 
information, data known about the user receiving the 
requested information such as the user's address, age, 
gender, occupation, race, income, ethnicity, national ori- 
gin, religion, education level, personal interests, etc., or 
predetermined factors such as the time since the last 
bulletin was attached or the number of times information 
has been relayed since the last bulletin was attached. 
For example, a bulletin could be attached to Web pages 
being relayed to the user's external computer every five 
minutes or every tenth page. 

If at test 407 the bulletin server determines that it is 
not going to add a bulletin to the requested information, 
then the information is relayed to the external computer 
unmodified (block 410). Otherwise, a bulletin to be 
attached to the requested information is selected, the 
selected bulletin is attached to the requested informa- 
tion, and the attached bulletin and information are 
relayed to the external computer (blocks 408, 409, and 
410). 

Like determining whether a bulletin is going to be 
attached to requested information, bulletin selection in 
block 408 may be based upon such factors as the con- 
tent, format, or destination of the requested information, 
data known about the user receiving the requested 
information such as the user's address, age, gender, 
occupation, race, income, ethnicity, national origin, reli- 
gion, education level, personal interests, etc., or may be 
based upon a sequential selection of bulletins compris- 
ing one or more bulletin lists. For example, a bulletin 
relating to software development tools could be 
selected based upon the user's occupation as a compu- 
ter programmer. As another example, bulletins from a 
list of local bulletins could be sequentially sent to each 
user living in a particular set of zip codes. 

Attachment of the bulletins to the requested infor- 
mation may be implemented in any of a number of 
approaches depending upon the form of the requested 
information. For example, with requested information 
being relayed in Hyper-Text Markup Language format, a 



bulletin could be attached to the requested information 
by creating a Hyper-Text link from the bulletin to the 
requested information, and by packaging the bulletin 
and the requested information so that the bulletin is dis- 

5 played first and then the requested information is dis- 
played after the user of the external computer activates 
the Hyper-Text link. Alternatively, the bulletins could be 
attached to the requested information by combining bit- 
maps of the bulletin and information, or by placing a text 

10 bulletin at the beginning or end of text information, as 
described above. 

Although FIG. 4 illustrates an embodiment of the 
present invention in which bulletins are attached to 
information being relayed to external computers, the 

is present invention could also be implemented by send- 
ing bulletins separately from the information being 
relayed. For example, in FIG. 4: test 407, rather than 
determining whether to add a bulletin, would determine 
whether a bulletin should be sent in addition to the 

20 requested information; block 408 would select a bulletin 
to be sent along with the requested information rather 
than a bulletin to be attached to the requested informa- 
tion; block 409 would send the selected bulletin; and 
block 410 would send the requested information. 

25 FIGS. 5a and 5b illustrate an embodiment of a 
method of the present invention in which bulletins may 
be sent to an external computer based upon the pass- 
ing of a time interval in addition to being sent with 
requested information. As shown, blocks 501 , 503-506, 

30 and 508-510, and tests 502 and 507 perform identical 
functions to those provided by blocks 401 , 403-406. and 
408-410, and tests 402 and 407 as described in con- 
nection with FIG. 4. Upon the relaying of information 
and possibly a bulletin at block 510, under this method a 

35 timer is started at block 51 1 . This timer determines the 
amount of time that passes between consecutive infor- 
mation relays from the network access system to an 
external computer. At test 512, the bulletin server deter- 
mines whether the external computer has requested 

40 information from a remote information server. If a 
request has been issued, the method returns to block 
502 to handle the request. If no information has been 
requested by the external computer at test 512, the bul- 
letin server determines whether the timer has exceeded 

45 a given time interval at test 51 3. If it is determined at test 
513 that the timer has not exceeded the given time inter- 
val, the bulletin server loops back to test 512 to check 
once again to see if the external computer has 
requested information from a remote information server. 

so If it is determined at test 513 that the timer has 
exceeded the given time interval, the bulletin server cre- 
ates a null information packet to be transmitted to the 
external computer at block 51 4. This packet is created 
to maintain communication protocol with the external 

55 computer and may be omitted where she communica- 
tion protocol between the network access system and 
the external computer does not require it. At block 515, 
the bulletin server selects a bulletin to be sent to the 
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external computer. Once a bulletin has been selected, 
the bulletin server then attaches the selected bulletin to 
the null information (when present) and relays the null 
information and bulletin to the external computer at 
blocks 516 and 517. 

FIG. 6 illustrates an embodiment of a method of the 
present invention for receiving, separating, and han- 
dling, at an external computer, relayed information and 
bulletins that were sent by a network access system of 
the present invention. This method begins with the 
external computer waiting for information and/or bulle- 
tins to be received at the external computer at block 

601 . The external computer may receive relayed infor- 
mation only, relayed information and attached bulletins, 
null information and attached bulletins, or bulletins only 
(in embodiments of the invention where bulletins can be 
sent without attached information). Once information 
and/or bulletins are received at the external computer, 
the external computer determines whether a bulletin 
was received from the network access system at test 

602. If it is determined that a bulletin was received from 
the network access system, the bulletin and informa- 
tion, if any, are separated at block 603. Once the bulletin 
has been isolated from any received information, the 
bulletin is sent to a bulletin display application for display 
at block 604. After the bulletin has been sent to the bul- 
letin display application at block 604. or it is determined 
at test 602 that a bulletin was not received from the net- 
work access system, the external computer determines 
at test 605 whether the information received at the 
external computer is null information. If the information 
is null information, the external computer loops back to 
block 601 to wait for more information and/or bulletins to 
be received from the network access system. Other- 
wise, if the information is not determined to be null infor- 
mation at test 605, the information is sent at block 606 
to the application that requested the information. Once 
the information has been sent to the requesting applica- 
tion at block 606, the external computer loops back to 
block 601 to wait form more information and/or bulletins 
to be received from the network access system. 

It wall be understood that the foregoing is only illus- 
trative of the principles of the invention and that various 
modifications can be made by those skilled in the art 
without departing from the scope and spirit of the inven- 
tion, which is limited only by the claims that follow. 

Claims 

1. A network access system for relaying information 
between a wide area computer network and an 
external computer, and for distributing at least one 
bulletin to said external computer, said network 
access system comprising: 

a first interface to connect said network access 
system to said wide area computer network 
and to receive said information from said wide 



area computer network; 
a second interface to connect said network 
access system to said external computer and 
to transmit said information and said at least 
5 one bulletin to said external computer; and 

a bulletin server that transmits said at least one 
bulletin with said information being received by 
said first interface and transmitted by said sec- 
ond interface. 

10 

2. The network access system of claim 1, wherein 
said network access system further comprises a 
proxy cache, said first interface receiving said infor- 
mation from said proxy cache rather than from said 

75 wide area computer network. 

3. The system of claim 1 or 2, wherein said bulletin 
server comprises a storage device for storing said 
at least one bulletin. 

20 

4. The system of claim 1, 2 or 3, wherein said bulletin 
server comprises selection logic which determines 
whether any of said at least one bulletin should be 
transmitted with said information. 

25 

5. The network access system of claim 4, wherein 
said selection logic determines whether any of said 
at least one bulletin should be transmitted with said 
information based upon at least one of an address, 

30 an age, a gender, an occupation, a race, an income 
indicator, an ethnicity, a national origin, a religion, 
an education level, and a personal interest of a user 
of said external computer. 

35 6. The network access system of claim 4, wherein 
said selection logic determines whether any of said 
at least one bulletin should be transmitted with said 
information based upon a duration of time which 
has elapsed since a previous bulletin was transmit- 

40 ted with a previous piece of information. 

7. The network access system of claim 4, wherein 
said selection logic determines whether any of said 
at least one bulletin should be transmitted with said 

45 information based upon a number of previous bulle- 
tins which have been transmitted with previous 
pieces of information. 

8. The network access system of claim 4, wherein 
so said selection logic determines whether any of said 

at least one bulletin should be transmitted with said 
information based upon at least one of a content, a 
format, and a destination of said information. 

55 9. The system of claim 1 , 2 or 3. wherein said bulletin 
server comprises selection logic which determines 
which of sad at least one bulletin to transmit with 
said information. 
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10. The network access system of claim 9. wherein 
said selection logic determines which of said at 
least one bulletin to transmit with said information „ 
based upon at least one of an address, an age, a 
gender, an occupation, a race, an income indicator, 5 
an ethnicity, a national origin, a religion, an educa- 
tion level, and a personal interest of a user of said 
external computer. 

11. The network access system of claim 9, wherein 10 
said selection logic determines which of said at 
least one bulletin to transmit with said information 
based upon a sequence of said at least one bulletin 

in a list of said at least one bulletin. 

75 

12. The network access system of claim 9, wherein 
said selection logic determines which of said at 
least one bulletin to transmit with said information 
based upon at least one of a content of said infor- 
mation, a format of said information, and a destina- 20 
tion of said information. 

1 3. A bulletin server for attaching at least one bulletin to 
information being relayed through a network access 
system to an external computer, said bulletin server 25 
comprising: 

storage for storing said at least one bulletin; 
and 

attachment logic for attaching one of said at 30 
least one bulletin to said information. 

14. The bulletin server of claim 13. further comprising 
selection logic for determining whether to attach 
any of said at least one bulletin to said information. 35 



attaching said at least one bulletin to said 
received information to form an attached bulle- 
tin and information; and 
relaying said attached bulletin and information 
to said external computer. 

19. The method of claim 18 further comprising: 

determining whether any of said at least one 
bulletin is to be attached to said information; 
and 

relaying said information to said external com- 
puter and skipping said attaching and said 
relaying of said attached bulletin and informa- 
tion when said determining determines that 
none of said at least one bulletin is to be 
attached to said information. 

20. The method of claim 18 or 19 further comprising: 

selecting ones of said at least one bulletin from 
a plurality of bulletins available to be attached 
to said information; wherein: 
said attaching of said at least one bulletin com- 
prises attaching only said selected ones of said 
at least one bulletin to said received informa- 
tion. 

21. The method of claim 18, 19 or 20, wherein said 
receiving of information comprises receiving said 
information from a proxy cache when a copy of said 
information is stored in said proxy cache rather than 
receiving said information from said wide area com- 
puter network. 



15. The bulletin server of claim 14, further comprising a 
database used by said selection logic to determine 
whether to attach said any of said at least one bul- 
letin to said information. 



40 



16. The bulletin server of claim 13, 14 or 15, further 
comprising selection logic for determining which 
one of said at least one bulletin to attach to said 
information. 45 



1 7. The bulletin server of claim 16, further comprising a 
database used by said selection logic to determine 
which said one of said at least one bulletin to attach 
to said information. 50 



18. A method for distributing at least one bulletin to an 
external computer connected to a wide area com- 
puter network, said method comprising: 

receiving information addressed to said exter- 
nal computer from said wide area computer 
network; 
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may display the bulletins as part of a separate window. 
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